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Acceleration de adoption d’'IPv6 dans le monde

http://ipv6.he.net/statistics/

IPv4 Address Exhaustion |
IANA, APNIC,RIPE, ARIN, LACNIC exhausted

80%

IPv6 Users

3.5% globally
>7% in US
! ~50% in Vz Wireless

Steady growth globally*

‘ By 2018, 48 percent (over 4.9 billion) of mobile devices will

IPv6-Capable Devices

he capable of connecting to an IPv6 mobile network.

i/ of Internet 7j}

_ core networks ¢/

yz_ arelPv6 7

e IPv6 Content

******* | Google ~50% of @ .
- 3 Internet c%ntent* Gkamal

http://6lab.cisco.com/stats !
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C e,
—

onllne bénklng 4

Public Secteur

Connected car

-

rfomancc =l ——§

Govemment.m..mw-...m

e AP nlcrmarica

sewlcen-r-- refonm— rolk'v heaith—
example 1) bl
P rovision uua- -.....- 0 UKS"‘“*QY

- ucv-mm
e ieiorm PUDLiC Greater need

e it egocution ALTROACH et e ool incl

| i
i




Smal’t CItIeS ‘..AGT INTERNATIONAL.lclllS.élo'. http://goo.gl/oH1hol

« Cisco et AGT forment une alliance stratégique mondi ale pour les villes intelligentes visant a transfor mer la
maniere dont les villes sont gérées et sécurisées . Des solutions qui modifient la donne pour les vill es:

« Une solution de gestion de la circulation qui identifiera, répondra et résoudra les incidents de circulation :
- en fournissant une conscience de la situation de la circulation en temps réel
- aidera & détecter les incidents en utilisant des flux vidéo en direct des zones d'incident,
- Grace a des capteurs magnétiques sans fil incorporés a la chaussée
- Grace a des lecteurs de plagues minéralogiques
- aux médias sociaux
- a une prédiction sophistiquée via la modélisation de la circulation

- la formulation d'une stratégie alternative.

Les embouteillages coltent 121 milliards de dollars par an en temps perdu et en carburant gaspillé rien
gu'aux Etats-Unis, selon le Texas A&M Transportation Institute.

« Une solution de sécurité urbaine  permet aux villes de prédire, se préparer, répondre et diminuer les incidents
opérationnels et de sécurité en identifiant plus rapidement les activités suspectes. Les incidents seront gérés avec un
logiciel qui utilise tout un éventail de capteurs, de données sur la ville, ainsi que de flux visuels et des médias sociaux. La
solution utilisera des analyses pour automatiser et visualiser la situation et pour recommander la réponse appropriée.




Drivers technologiques

Mobile Internet

e Scale: 10 Billions
e A4G-LTE/ VOLTE
« Simplification
 Mobile networks

Cloud/MSDC

e Scale

e Virtualization
e Automation

« Simplification

Internet of Things

» Scale: 50 Billions W e o . http://www.cisco.com/go/vni
 Automation-Self Networked @ &5 8 <@

* 10T Protocols are IPv6 only




Drivers technologiques

Exemples

Need to move to IPv6 highlighted as Microsoft
runs out of US address space

—

@

FINALLY, MAXIMIZING YOUR

EFFICIENCY

DOESN'T MINIMIZE YOUR SECURITY.

Demand the Demand More' white papet 3
Mcates Nex Generstion Firews

RELATED

Whatever happened to the IPv4 address crisis?

IPv6 could open networks up to zero-day
attacks

ARIN Enters Phase 4 of IPv4 Exhaustion

http:/fwww.extremetech.com/mobile/127213-ipv6-now-deployed-across-entire-t-mobile-us-network

IPV6

End2End Restored
Unlimited Connectivity

iy Neal Gompa
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IPv6 now deployed across entire T-Mobile
US netwo
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“The liron-Cisco parinership was a comFellJng
factor why we decided to go with liron. The
parinership is really a game changer.  The ability
to leverage our infrastructure with Cisco’s
telecommunications ability is a great stepping
sfone info smart grid. We'll be able fo leverage it
for years to come.”

Gary Murph
Chieryf ijgctymmcer‘ Smart Metering Program

" the end of 2012

= Multi

1.8M smart meters to be deployed by

Itron as supplier of smart metering
system and Meter Data Management
System (MDMS)

Cisco for Field Area Network solution
Itron. ngrhw,ay@sm.an meters, run
over a multi-application communication
network powered by Cisco

Ple WAN backhaul: 2G/3G
cellular, 1.8 GHz WIMAX, and Satellite
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request access to IPVE services. Instead, only a new APN needs to be added to the
smartphone’s configuration to make it work. Additionally, T-Mobile is having success &

technical
Cameron Byrne announced that
T-Mobile has completed the
deployment of IPv6 services across
its entire network. This isn’t the first
IPVE network, but it is the largest
wireless IPv6 deployment in the
world.

In the annocuncement, he stated that
IPv6 is now available over the main
APN for T-Mobile. While there are still
a few issues that need to be resolved,
the IPv6 service works fairly well for
most services. As a result, it will no
longer be required to manually




Visual Networking Index forecast 2013-2018

http://qoo.gl/xxLT

igure 27. Global IPvB-Capable Smartphenes and Tablets Reach 3.5 Bill
Number of Devi 33% CAGR 2013-2018
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re 28. Global IPv6-Capable Mobile Devices Reach 4.9 Billion by 2018
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Les OS utilisateurs ont tous IPv6 activé par

défaut

On ne peut le désactivé facilement voire pas du tout !

N



Comment garantir I'experience
utilisateur




Penurie IPv4 officielle !

IPv4 & IPv6 IANA | 2 Fevrier 2011
RIPE NCC Begins to Allocate IPv4 Address Space From the Last /8
14 Sep 2012

On Friday 14 September, 2012, the RIPE NCC, the Regional Internet Registry (RIR) for Europe, the Middle East and parts of
Central Asia, distributed the last blocks of IPv4 address space from the available pool.

This means that we are now distributing IPv4 address space to Local Internet Registries (LIRs) from the last /8 according to
section 5.6 of "IPv4 Address Allocation and Assignment Policies for the RIPE NCC Service Region".

, even if they can justify a larger allocation.
aronsfrom an upstream LIR or the RIPE

No new IPv4 Provider Independent (PI) address space can be assigned.

It is now imperative that all stakeholders deploy IPv6 on their networks to ensure the continuity of their online operations and the
future growth of the Internet.

[ I |0 //iov6.he.net/statistics/ T




Carrier Grade NAT: Partage d’adresses IPv4 Publiques !

Session 5w
{SIP@,DIP@,Sp,Dp

Private IPv4
10.0.0.0/8
100.64.0.0/16




Impact des CGN-NAT I'experience utilisateur

26 NAT Sessions times millions of users
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=> e Business Case pour les fournisseurs de contenu pour contoumer Ies CGN
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Itinéraire

Web 2.0 (ex: AJAX) Application Behavior Under Constrained NAT Resources




Nombre de session TCP par application

# of TCP sessions
Generic Website 5~10

Yahoo top page
Google image search

—a=2%)E (Nico Nico Video)

OCN photo friend
iTunes




IPv6 — “Full Spectrum” Internet

IPv6 for growth,
IPv4 for legacy (with CGN == a necessar

Vv




“Full Spectrum” Internet
Architecture IPv6 Centric

’/—‘\\ //-\ o

Your Facebook Timeline ~ =~
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NAT64
AFTR
IPv6 only access + AFTR for Legacy c@




Tous les OS modernes supportent IPv6

Prefer IPv6 connectivity (RFC 5221)

4

" - |
Automatically enable IPv6 (RFC 4862) ,,\ = Windows 8

Run IPv6 over IPv4 under certain circumstances
-  Tunneled over an IPv4 core,

- And/or on L2 segment

0S X Mavericks

T —

Try to use IPv6 if they receive an IPv6 address from DNS (RFC 6555 (Happy Eyeballs)
Use link-local addresses for “plug and play” protocols (Bonjour / Zeroconf)
Don’t always display IPv6 information (mobile devices)

Use privacy addresses (RFC 4961)




Métriques d’adoption d’'IPv6

olab.cisco.com/stats T VT

services IPv6
par les ISP

) + Les terminaux
dans le reseau IPv6 IPV6

Propagation du contenu
prefix IPv6 Accessible en

Obtention
d’un prefix IPv6

Plannification Routage Contenu Utilisateurs Trafic

200 BKGH

“When a tree falls, we
can hear It.
When the forest

grows, not a sound” FEEEeeE
Gandhl P —




6lab.cisco.com/stats

~50% des Contenys sont accessibles en IPv6

mber of sites: 28 / 500
Failing : 0.23% (4/500) | Not V6 enabled : 50.42% (465/500)

number of sites: 29 / 500
Others: In development/test : 1.23% (5/500) | Failing : 0% (0/500) | Not V6 enabled : 53.98% (466/500)

Czec

umber of sites: 77 / 500
Others: In development/test : 0.26% (5/500) | Failing : 0.37% (3/500) | Not V6 enabled : 38.86% (415/500)

A = - - L wr he 4N, o i ”

% | number of sites: 73 / 500
0.78% (3/500) | Failing : 0.07% (2/500) | Not V6 enabled : 47.06% (421/500)

— — ]

mber of sites: 33/ 500 |




Utilisateurs IPv6 : USA 6lab.cisco.comistats

o Percentage of IPv6 users 6.54 | March 23, 2014

6,5 % => over 16 M use

United States of America
Google Search / APNIC data: 6.54% / 1.09%
~ Estimation: 16334 K IPv6 users

O.G\V(RZjl months ago

1 1 I (] 1
2012 2013
2002 2013 B Tt} Lo ————

| | S
111}




Utilisateurs IPv6 : Europe Glab.cisco.comistats

Belgium % Germany
Google Search / APNIC data: 15.2% / 0% . Google Search / APNIC data: 6.9% / 4.76%
Estimation: 1239 K IPv6 users Estimation: 4702 K IPv6 users

Switzerland

Google Search / APNIC data: 9.53% / 0%

Luxembou K
Google Soarch / APNIC data: 8.04% / 0% ESimation: 624 K IPV6 users Romania
Estimation: 38 K IPv6 users “: S Google Search / APNIC data: 5.46% / 1.96%
Estimation: 530 K IPv6 users
Czech Republic
France Google Search / APNIC data: 2.49% [ 3.26%
Google Search / APNIC data: 4.77% [ 6.92% Estimation: 185 K IPv6 users

Estimation: 2477 K IPv6 users

_ 0 d 15.2 _



IPV6 vs IPv4 : Google

www.google.com/ipvb/measurement

o Percentage of IPv6 users 3.33 | March 30, 2014
3.50

Doubling every 9 months

o
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IPV6 vs IPv4 : Google

www.google.com/ipvb/measurement

o Percentage of IPv6 users 3.33 | March 30, 2014
3.50

Doubling every 6 months 3.2
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Roadmap IPv6

Qu’en pensent les autres ?

STREET JOURNAL

Gal'tl"IEI! paay, May 28,2013 As of 3:00 PM CEST Subscribe  LogIn

e UK. - US.- Business - Markets - Market Data

CI0 Journal.

Tech - Life & Culture - Opinion - Heard on the Street  Property

Create the Right IPv6 Road Map for Your

CIO Report Consumerization Big Data Cloud Talent & Management Security

Organization
=
Published: 25 September 2013 ITIEINAGHTS DE'Oltte- AT HOELONTE ROIGHNS D
Business-led, Technology-enabled: Insight from Deloitte

Analyst(s): Neil Rickard, Andrew Lerner ights e [wn 2 v s AA

The number of IPvB-connected devices is growing, and enterprises that s provides IT executives with broad  Migrating to [Pv6: Advice for Getting Started

; : A ) » 5 led with deep technical knowledge to 3 g 5 o
cannot communicate with them risk financial and reputational damage. ology strategy, support business CI0s may think they can wait to start planning for IPv. In fact, IPv6 migrations tend to be
However, IPv6 migrations are expensive, so network planners must create a e ot ity gl R SNSRI TR SR TS
CL a 4
road map, balancing costs and benefits, tailored to their enterprise. , Deloitte Insights for CIOs williform ~ Google began migrating to IPv6 in 2008. The company's initial approach involved a small, core

ions needed to lead technology-

Wiori team of engineers who devoted 20 percent more time to their regular work hours for 18 months

to make Google publicly available over IPv6. It was no easy task. In fact, Google's effort to
Strateg ic Planni ng Assum ption deploy IPv6 on ts own enterprise network was a larger, onger undetaking than the team
anticipated.' During a 2009 meeting of the Intemet Engineering Task Force, Lorenzo Collitti, a

network engineer at Google, reportedly said IPv6 needs to be production-quality or it's of no
use. Translation: the IPv8 migration must be done properly.

By 2015, organizations that have not enabled their public Internet services to support IPv6 will hts
suffer damage to their reputation and/or loss of revenue.

AT



IPv6 — Modeles de déploiement




IPv6 Plannification

Evaluate effect Establish IPv6
on business 2 project 3
management team,

Obtain IPv6
prefix(es)

Assess network
hardware and 4
software

IPv6 Training 5
strategy

Decide IPv6 Test application Develop

architectural 6 UMY softwareand 7 security 8

CISCO

solution services policy

Develop )i Develop IPv6
rocurement 0 exception
P ciIsco P
plan strategy




Modeles de déploiement pour les Entreprises
2 options

Design Zane for IPve

IPv6 in the Internet Edge

IPV6 in Internet Edge

Deploy IP¥G a the Intome ecge 1o
@ngum business continuty

Deplaying IPV6 in the Entorprise internat Edge

Decamper 2

Dosign Zone for IPvE

IPv6 in Branch

e
S~

Design 2 v

IPv6 in Campus

~ -
_____

i 19, 3011
i S — —-

Py

http://vvvvw.cisco.com/en/US/netsol/nsSl?/networking_solutions_promn_nome.htrhl




Architecture pour une pésence Internet IPv6

outside-in

t; Qutside - In
=
¥y
\ Internet
Presence

%

'

|

/Model 1 - Proxy aﬁ

Internet Edge

IPv6 | ntemqu

L La

AKAMAI

DMZ Network, Security,

Data Center Network

Server Load Balancer

Cisco.com Web Servers

IdM, Authz
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Middleware App Platforms

Database

AKAMAI
DMZ Network, Securit

Data Center Network
Server Load Balancer

Cisco.com Web Servers
IdM, Authz

Middleware App Platforms
Database

JURINSSY

9JuRINSSY

NS
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Data Center Network
Server Load Balancer

Cisco.com Web Servers
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Middleware App Platforms
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Inside - Out

Intranet : Par ou commencer ? s
Inside-out \u/

* Life-Cycle management, depends on Timing and Use case

* Native/Dual-Stack where you can, Tunnels where you must

e Security — Visibility — Management IPV6
* |Pv6 Host Configuration. erne




Inside - Out

erprise

Du coeur vers la périphérie !
Inside-out

Orderly Transition — Slow to dual-Stack all the way to user
* Dual-Stack Core — Network based Tunnel to connect island
* |SATAP for IPv6 services to users... Design gotchas
» Dual-Stack selected part of DC (server front-end)




De la périphérie vers le coeur !

Inside-out T

End User and Service first - Challenging but Doable
» First Hop Security
* Network based Tunnel to connect Islands
» Dual-Stack selected part of DC (server front-end)

L Iar
T T

4 e




Opérateurs — ISP 3
Quelles questions poser a vos operateurs a propos d’lPv6 ?

Inside - Out

R |

DuéIQStéck Enterprise

Circuits

©CENODO A BN

-
(=]

. Are all components of the circuit IPv6 enabled? Yes / No (Mandatory response required) http //q OO ] q I/q OWS H 3

. If yes, does the circuit support dual stacks operation of IPv6 and IPv4? (Yes / No)

If no, please list components of circuit with the following conditions:

. List of circuit components that are not IPv6 enabled, but are IPv6 ready. Please include road map with dates when components will be IPv6 enabled.

List of circuit components that are not IPv6 enabled, and are not IPv6 ready. Please include plan with dates when these components will be IPv6 ready and when they will be IPv6 enabled.
Can the circuit that services the existing IPv4 connection be converted to dual-stack without the physical changes ?

If the your IPv6 ready or IPv6 enabled circuits will have different Service Levels as compared to a IPv4 only circuit, please provide more details:

Please provide details if your IPv6 ready or IPv6 enabled circuits will not be able to route Provider Independent address space that is equal to existing routing across the contracted circuit.

. Can IPv4 and IPv6 connectivity be delivered to a customer via a 802.1q tagged interface, with a separate VLAN for IPv4 and IPv6 communications?
. If you use VRFs to provide a service, is the IPv4 and IPv6 using the same VRF or different ones ?

Prefixes

OO AWN =

. Do you support and publish the full IPvé BGP Routing Table? If not what portion of the BGP Routing Table do you support? Are full IPv6 global routes available to end customers?

Do you host and provide the access to a “looking glass”™ IPv6 BGP router, for the troubleshooting purposes ?

. Do you accept and announce /48 blocks?

. What is the smallest prefix you accept

. What is the smallest prefix your upstream providers accept from you? Are there any restrictions on prefix advertisements?

. What percentage of your IPv4 peers to you currently peer with for IPv6? Are you partitioned from any other major networks? (i.e. lacking global reachability to other major networks) Reference

http://en.wikipedia.org/wiki/Comparison_of_IPv6_support_by_major_transit_providers @) ? Will the provider disclose its list of IPv6 peerings, indicating which IPv6 peerings are native and which are tunneled?

. Does the provider have a policy in place regarding deployment of tunnels on its backbone network or with peerings? In other words, is there any IPv6 tunneling on the provider's backbone network, and if

peerings with other providers currently exist which are tunneled, does/will the provider have a policy in place which will mandate peerings with providers be native? What MTU restrictions or standards are in
place for any tunnels?

Services

NowaA®N =

. Is global public IPv6 multicast connectivity available, and if so, via native BGP peering?

Are the Qos Policies (queuing/discard) applicable to both ipv4 and ipv6 traffic identical ? If not, please elaborate on differences.

. Does the provider offer DNS services which support IPv6 forward and reverse registrations?
. Are the DNS servers available via IPv6 transport?

do you provide IPv6 web hosting
do you have an IPv6 looking glass

. do you post IPv6 performance metrics on your web site?



In More Detail—Vista/W7 on Link-Up

No Network Services

Time Source Destination Protocol Info
1 0.000000 = ff02::1:ffae:4361 ICMPv6 Neighbor solicitation
2 0.000030 fe80::80aa:fd5:f7ae: 4361 ff02::2 ICMPv6 Router solicitation
3 0.000080 fe80::80aa:fd5:f7ae:4361 ff02::16 ICMPv6 Multicast Listener Report Message v2
4 1.155917 fe80::80aa:fd5:f7ae:4361  ff02::1:3 UDP Source port: 49722 Destination port: 5355
5 1.156683 169.254.67.97 224.0.0.252 uUDP Source port: 49723 Destination port: 5355
6 3.484709 169.254.67.97 169.254.255.255 NBNS Name query NB ISATAP<00>
7 126.409530 fe80::80aa:fd5:f7ae:4361 ff02::1:2 DHCPv6 Information-request
8 128.886397 0.0.0.0 255.255.255.255 DHCP DHCP Discover—Transaction ID Ox6c8d6efa
1. Unspecified address :: Solicited node address NS/DAD
2. Looking for a local router ff02::2 RS ==
3. Looking for MLD enabled routers ff02::16 MLDv2 report
4. LLMNR for IPv6—ff02::1:3—advertise hostname
5. LLMNR for IPv4—224.0.0.252 from RFC 3927 address
) . fe80::80aa:fd5:f7ae:4361
6. No global or ULA received via step 1/2—Try ISATAP
7. Try DHCP for IPv6—ff02::1:2
8. Try DHCP for IPv4




8 Y
Ne soyons pas aveugle !

IPVv6 dans les data center IPv4 &

IPvo traffic by default, using link-local addresses
- — -\ o - -,
“IPv4-only” Datacenter

o~ | AN, AN,
! b’lpv@ L'uvaﬁ L.ll

MUST be upgraded to IPv6

IPv8

IPv4-only IDS,
Monitoring, ...

NOW
Operators must be trained

Tous les récents OS ont IPv6 activés par défaut et le privilégie

=> Attention a la sécurité (FW, IPS) !l




Visibilité du trafic IPvo

~~ _Inside - Out

IPv6 MIBs and host support

NAM Traffic Analyzer

Integrated Management & Reporting Console

| g

IPv6 Traffic Metering with NAM and Flexible

Netflow, including tunnel
(export over IPv4)

IPv6 SLA: E2E test, measurement
(UDP-Jitter, UDP-Echo, ICMP Echo,
TCP Connect)

IPv6 Apps and Tunnel detection with NBAR2

ASA and 10S Tunnel Filtering




Option de deploiement d'IPv6 dans les reseaux i*; 9 \w/

de campus

Dual-Stack Enterprise

« Dual Stack = Two protocols running at the same time
(IPv4/1Pv6)

« #1 requirement—switching/ routing platforms must
support hardware based forwarding for IPv6

-3560/3750, 3560-X/3750-X +
-4500 Sup6E, Sup7E +
-6500 Sup32/720, Sup2T +

« |Pv6 is transparent on L2 switches but consider:
-L2 multicast—MLD snooping
-IPv6 management—Telnet/SSH/HTTP/SNMP
-First Hop Security

« Expect to run the same IGPs as with IPv4

Dual stack where you can, tunnel where you must

Access
Layer
Distribution
Layer

xoejs reng
YorIS-ena

Aggregation
Layer (DC)

Access
Layer (DC)



Qui déploie IPv6 ?




Etat des déploiements IPv6 dans le monde

- Top Service Providers :

« Verizon Wireless (40,4%)
« Free (31,03%)

- RCS & RDS (22,01%)

« Comcast (20,15%)

« Swisscom (18,66%)

.« AT&T (14,82%)
- DT (12,28%)

. KDDI (8,87%)

http://g00.9gl/0bo6Pg

Show | 10 1 |entries Search:

Participating Network ¢ ASN(s)

7015, 7016, 7725, 7922, 11025, 13367, 13385, 20214,
21508, 22258, 33287, 33489, 33490, 33491, 33650,

A

IPv6

A

¥ deployment

Comcast 33651, 33652, 33653, 33654, 33655, 33656, 33657, 20.15%
33659, 33660, 33661, 33662, 33664, 33665, 33666,
33667, 33668, 36733
ATT 6389, 7018, 7132 14.82%
KDDI 2516 8.87%
Free 12322 31.03%
Verizon Wireless 6167, 22394 40.40%
Deutsche Telekom AG 3320 12.28%
RCS & RDS 8708 22.01%
Time Warner Cable 7843, 10796, 11351, 11426, 11427, 12271, 20001 4.07%
Liberty Global 5089, 6830, 20825, 29562 2.52%
Telefonica del Peru 6147 5.14%

The driver seems to be innovation (US and EU)

NOT demographics (APAC)




Etat des déploiements |

Pyv6 dans le monde

Time Warner Cable IPv6 Deployment Verizon Wireless IPvé Deployment —_—
L 8.00% 60.00%
http://www.worldipv6launch.org/measurements/ o
2:‘; 40.00%
- 400% 30 00%.
Shw@ entries Search: I 1.00% i
1 2.00%
Participating Network & ASN(s) dep::::mm = Lo ‘: :‘0' ”
. ed States of America
7015, 7016, 7725, 7922, 11025, 13367, 13385, 20214, FFL IS I TS SF T 0 0 G P o 08 P le Search / APNIC data: 7.31% / 1.09%
= 21508, 22258, 33287, 33489, 33490, 33491, 33650, e S timation: 18257 K IPV6 users
e 33659, 3660, 33601, 31663, 13564, 33085, 33600, - -
33667, 33668, 36733 AT&T IPv6 Deployment Comcast IPv6 Deployment
BEe= ATT 6389, 7018, 7132 17.88% . 3000
- KDDI 2516 11.41% :igg‘; 25,00%
BE=  verizon wireless 6167, 22394 48,71% 14.00% 20,00%
E Free 12322 37.52% oo 5o
=== Time Warner Cable 7843, 10796, 11351, 11426, 11427, 12271, 20001 7.31% o 1000%
- Deutsche Telekom AG 3320 19.76% ‘:x 5.00%
lenef 6848 EOD 0.00% 0.00%
RCS & RDS 8708 24.86% 0 8 7 T 8 o 50 0 o e o
Liberty Global 5089, 6830, 20825, 29562 3.07% —
Telefonica del Peru 6147 7.58% S — —
Swisscom 3303 24.54%
SSnESLEE T i Free IPv6 Deployment Telenet IPv6 Deployment Deutsche Telekom IPv6 Deployment
35.00% 25.00%
Chubu Telecommunications 18126 26.70% g
Hughes Network Systems 6621 27.00% : : " oo
BE=  1_mobile usA 21928 22.18% w000 | 1500
5432 iﬂﬂ_" 15.00% 10.00%
10.00% 10.00%
Opera Software ASA 39832 18.01% %00% 5.00% | 5.00%
12392 LI T s ooox o0ox
XS4ALL 3265 21.55% wAE o 0 o ST o o P o o o P e
StarHub 4657, 55430 18.43%
BE= Google Fiber 16591 76.52%

The driver seems to be innovation (US and EU)

NOT-demographics (APAC)

France
Google Search / APNIC data: 5.04% / 6.92%
Estimation: 2617 K IPvE users

Belgium

Google Search / APNIC data: 16.3% / 0%
Estimation: 1329 K IPv6 users

Germany

Google Search / APNIC data: 7.99% / 4.76%
Estimation: 5445 K IPv6 users
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PRESS RELEASE
Free (lliad Group) Implements Cisco Carrier-Grade IPv6 Solution
One of the World's Largest Residential Broadband Solution Deployments

SAN JOSE, Calif., Sept. 2, 2010 — Cisco today announced that
Free (lliad Group), a leading broadband solutions operator in
France, has deployed the Cisco® Carrier-Grade IPv6 Solution
using Internet Protocol version 6 rapid deployment technology,
also known as 6rd, allowing more than four million Free
residential broadband customers to be a part of one of the
world's largest live IPv6-enabled residential Internet service

+ Maxime Lombardini, chief executive officer, Free (lliad Group, France)

"Free is committed lo providing the latest innovations for its customers, including full support today for the IP
Next-Generation Network, IPv6. We have chosen the Cisco Series Aggregation Services Routers ASR 1000 router
for their support of an integrated high-performance IPv6 Rapid Deployment or 6rd technology, which allows us to
supply IPv6 to our users in a remarkably simple and cost-efficient manner."

deployments.

The investment lets Free prepare for and mitigate the impending
IPv4 address exhaustion, while scaling its network to address the
rapid growth of Internet-connected devices. Free customers will
benefit from Internet connectivity that can scale to meet the

growing number of devices and applications.

Cisco ASR 1006

http://newsroom.cisco.com/dlls/2010/prod 090210.html
http://newsroom.cisco.com/dlls/2009/prod 052709e.html
http://newsroom.cisco.com/dlls/2006/prod 121206.html
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PRESS RELEASE
SFR France Deploys Cisco Carrier Grade IPv6 Solution
Delivers IPv6 over L2TP while protecting existing |Pv4 network investments

SAN JOSE, Calif., Bh June, 2011 - Cisco today announced that SFR France has selected its Carrier-Grade Internet
Protocol Version 6 (CGv6) Solutionas a first step in the transition of their network infrastructure to IPv6. SFR, the
second largest telecommunications operator in France, has deployed the Cisco ASR 1000 Seriesrouter, enabling IPv6

access to the Internet for residential customers. CISCO ASR ROUTER

SFR required a simple, cost effective solution to transition its IPv4 network to IPv6. The Cisco ASR 1000, utilizing
Layer 2 Tunneling Protocol (LT2P), enabled SFR to leverage its existing investment in IPv4 network access
infrastructure to quickly provide IPv6 services to their customers.

Highlights/Key Facts

+ Because of the exponential growth of Internet services and increasing number of end users, Service i
Providers are looking for new ways for their current network architecture to meet the needs of Internet-ready
appliances, new applications, and services. IPv6 is designed to enable service providers to meet these
challenges and provide new services to their customers. As the number of devices per broadband user
exponentially increases worldwide, cable, DSL, Ethernet to the home, wireless, and other always-on access
technologies can benefit from the huge address range of IPv6

The IPv8 over L2TP approach requires limited investment and impact on existing infrastructure. Dual-stack
IPv4/IPv6 services on the Residential Gateway (customer) side are enabled. The solution enables IPv6 sites
to communicate with each other over an IPv4 core.The technology significantly reduces the lead-time to IPv6
deployment for service providers while protecting their existing network investment.

Cisco has taken a leadership position to author and drive an open standard for L2TP, as defined in (RFC
5571), which describers IPv6 global connectivity over an IPv4 core. This document was approved in August
2009 by the Internet Engineering Steering Groupto be published as a Standards Track RFC.

L2TP Softwire Tunnel technology is a component of Cisco's Carrier-Grade IPv6 (CGv6)solution that outlines the three
approaches of Preserve, Prepare and Prosper for customers looking fo transition to IPv6. The framework was
launched in October 2009 with the Cisco CRS family, ASR series and other products supporting this solution.

http://newsroom.cisco.com/uk/press-release-content?articleld=358080&type=webcontent
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Sony adopts Cisco for Global IPv6

Before: Separate IPv4 Networks ~=———3  After: Integrated IPv6 Network

Data - S?\InyGroll:p i Data T
Center W el Center b

/"' Sony Enterprise o Sony Enterprise ‘L\
PRERRI S . Network (WAN) e ----beo Network (WAN)
: s ,.. ------- Sony Group ! ‘i : i ~ - “ :
hanenacat LAN SR Network el oot LAN B
] : U : ; B~ i

Separated by Region/Group Integrated End to End

“Cisco, which has an excellent track record in network solutions,
committed to our timeline, and we were able to resolve difficult
challenges in the project thanks to the enormous support provided by

Cisco engineers. We were able to start implementing IPv6 ahead of
other companies, and feel that this is a significant result contributing to
Sony’s business."

— Toshio Hiraga, Senior Manager, Distinguished Engineer Network Service Department, Sony Global Solutions Inc.

SONY

EXECUTIVE SUMMARY

Customer Name: Sony Corporation

Industry: Consumer electronics products and
services; music, pictures, computer
entertainment; and financial business.

Location: Headquartered in Tokyo, Japan; 700+
total network sites worldwide (60+ in country)

Global network users: 146,000

BUSINESS CHALLENGES

® Network expansion required much time due to
complexity of enterprise network

® TCO had continually increased

® Numerous constraints on communications

impeding communication between companies
in Sony Group

NETWORK SOLUTION
® Cisco Enterprise IPv6 Solutions

BUSINESS RESULTS
® More versatile network, increasing business
agility in response to changes in the business
environment
® Reduced network TCO

® Network without communications constraints,
supporting "One Sony" through information
systems

http://www.cisco.com/c/dam/en/us/products/collateral/ios-nx-os-software/enterprise-ipv6-solution/son
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Introduction a I'lT Cisco

= 300 Bureaux répartis dans in
90 pays

= 450+ Batiments
= 5] Data centers
= 1500+ Laboratoires dont 500+

a San Jose
= 66,000+ Employés
= 20,000 Partenaires
= 110+ Applications Plus de 180,000 personnes dans le
Service Providers monde incluant la famille Cisco étendue
= 210+ partenaires business et
support




FPerimetre 11 CISCO
IPv6 Scope

Cisco.com
and DMZ

Apps

Internal Apps (CEC, ASP Integration
IWE, etc.) (Salesforce.com)

Application Environments
Datasbases (é)gicle, bo 7 Application Servers Web Servers (Messaging, Web
QL. MS SQL) (Weblogic/ Liferay) (Apache, 11S) Services

. VOIP
. Client ’
Mobilit '
obility, NS Printers Collaboration Sensors & DC (Compute,
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Contraintes en terme de sécurité
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The IPv6 Journey — Vue high level

IPv6
uniquement

IPv4 Co-éxistance

uniguement IPv4/1Pv6

Accelerated
Deployment Begins

Entire cisco.com
latform over |IPv6

Ubiquitous IPv6 User Access

IPv6 tunnel service — IPv6 tunnel Dual stack Dual stack user Dual stack
single global hub service — global core access data center
regional hubs




Préparation

Cross Architect & Address Implementation
Functional Design Planning Strategy & Plan
Collaboration




Preparation Funggonsl

Collaboration

—

« Cross Functional Collaboration

- Example of the need for wide cross functional
collaboration across IT on IPv6

- Preparation and execution required
participation of team members from 7 of 9 of
ClO'’s direct reports



Preparation

Assessment

 Cisco products, features
- Engaged Advanced Services for network IPv6 readiness report

Other vendors p

Tools
- Security

- Network management

Service providers

Applications behind www.cisco.com




Preparation

Architecture et Design du réseau

Architect &
Design

« Architectural decisions

- Which routing protocol ?
- SLAAC vs DHCPV6 ?
- Which IPv6 transition technologies?

- Code selection and qualification

- Documentation
- Any new documentation required ?
- Assess which existing designs are impacted and assign owners
- Extra review board resources




Preparation

Planning

Plan d adressage IPv6

Address management tool support for IPv6

Established IPv6 Addressing policy

Hierarchical Model — Global, Regional, Sub-Regional and Site levels

Template-based addressing - easy for Implementation and Operations Teams

Amsterdam

(Eyrope) /38
San Jose/ Richardson
SHANGHAI/ TOF;;O y 37 /36
‘ . . . RTP /37 London /38
! .HONG KONG / Bahrain
BANGALORE / 39 (ME) /
38 38
SINGAPORE Sau
/39 Palo/
. Americas 39
2001:420::/34
ANZ /39 EMEA
AsiaPac 2001:420:4000:/36

2001:420:5000::/36




Pre pa.ratlon Implementation

Strategy & Plan

Implementation Strategy and Plan

“Dual stack where you can, tunnel where you can’t

and NAT only when have to”

Long term plan that absorbs cost in established lifecycle process

Have a quick and scalable solution in hand to relieve delivery pressure
Rip and replace only where necessary (Fast track projects)
Management via IPv4 with IPv6 service monitoring

On going training and exposure for implementation and operations teams




Deploiement IPv6 chez Cisco

« Preparation

« Implementation Tracks
- Ubiquitous IPv6 Access
IPv6 Internet Presence




The IPv6 Journey — A High Level View

IPv4-only IPv4 and IPv6 co-exist IPv6-only

!
2002-2009 2010 2011 2012 2013 2014 »

Ubiquitous IPv6 Access (Inside-Out

On-demand tunnel services Dual stack global core Dual stack user Dual stack user access (prod)
Dual stack “alpha” networks Resilient tunnel services access (pilot) Dual stack internal DC and apps




Ubiquitous IPv6 Access

STEP 1- Tunnel Infrastructure

Building / Lab = Manual 6in4
tunnels

User = Anycast ISATAP
SLA same as IPv4

IPv6 Tunnel %
Dual stacked core + Global Overlay "

tunnel infrastructure




Ubiquitous IPv6 Access

« Long Term Plan - Dual Stack the Network

- Core to edge rollout

- Multi-year plan absorbed into existing lifecycle management
- Simultaneous projects across Desktop, DC, Remote Access, iIPoPs
- Accelerated deployment for select remote sites / services

- Dual stacked services
- DNS, IP address management, DHCPv6

- Routing protocol same as IPv4 - EIGRP

« SLA same as IPv4
I



Ubiquitous IPv6 Access

Ubiquitous [Pv6 Access (Inside-Out)

—_— e
Dual stack global core
Resilient tunnel services

« STEP 2 — Go to Dual-STACK !l

Caeo T 1PV - Ubquaous User Accans - Dual Stackes Care -
& Tuore! Infstnucturs 1Pvé Intomet Py BEL ik
Access via \m LE; e

« Building / Lab = Manual 6in4
tunnels

« User = Anycast ISATAP

« SLA same as IPv4

« Dual stacked core + Global
tunnel infrastructure




Ubiquitous IPv6 Access

On-demand tunnel services Dual stack global core Dual stack user Dual stack user access (prod)
Dual stack “alpha” networks Resilient tunnel services access (pilot) Dual stack internal DC and apps

« STEP 3 — extending IPv6 to the Desktop !!

- Enabling IPv6 on the 0o e

¥ 1]
. = |
devices. Asopdm @

Gener.. Tools Conne. [[EENRefere. News

« Turning on IPv6 on the

Configure IPva:
Using DHCP with manual address

i I 1Pv4 Add | Usig oo Renew DHCP Lease
various operating systems 55 vty ‘
& VMware Fusion__File Edit View Virtual Machine Window Help Subnet Mask: | o nt 1D

{1 required )

used in the Cisco

Router: 10.148.0.1

enterprise after extensively e —
testing the operating o i

2001:420:44f0:1003:7ed1:c3fffe89:8432 64
2001:420:44f0:1003:d877.45da:f47d.e31c 64
2001:420:4410:1003:8¢b:9995 44cd:bSe8 64

systems: The Cisco IT
client services team, which
maintains all approved OS
images, was engaged early
in the process of extending
IPv6 to the desktop.

Cancel oK

10.148.10.70 / 255.255.254.0

IPv4 Broadcast Address

- Employees were told that 10.148.11.255
a building supported IPv6 P

only after the client
services team provided an
approved build.

sez Jusqu'a 65% sur les Hotels
app gratuite debookers

........



Ubiquitous IPv6 Access

Ue-UUL

Dual stack user access (prod)
Dual stack internal DC and apps

« STEP 4 — extending IPv6 to DC!!

= Extending IPv6 into data centers
required two actions :

— One was turning on IPv6 in the
Cisco Nexus® Switches and Cisco
Catalyst® Switches, which were
already certified for dual-stack
operations

— The other action was configuring
management software, Including
Cisco Network Registrar, to monitor
the IPv6 Internet presence and
automatically assign addresses to
IPv6-capable desktops.

DMZ

Site BB

Internal
Data Center




Cisco on Cisco ...IPv6

< I

 Most Cisco WEB properties
90% of cisco.com apps support
V6
~4% of cisco.com users
$1.5B of business booked over
IPv6
cisco.webex.com is ON !

e 100% of Core WAN/MAN

() @ o/ cisco webex.com mu3071 mywebexdefat dosteuri=cscotservice-1am 67~ - C]  AllIPOP / DMZ

i « 21 production DC

e Over 140 Buildings & Sale

Branch offices

e e —

> 25% of user sessions

Cisco

webex (J

https://cisco.webex.com 2607:fcf0:1:fe::101
https://lp.webex.com  23.32.22.26




Network operator measurements, 22nd May 2013 (notes)

Déploiement IPv6 : Cisco & = e

ASHi(s) deployment
Cisco 109 17.62%

sssssss

17,6%

Cisco Enterprise Network

(AS109) E—

-




Deploiement IPv6 chez Cisco

« Preparation

« Implementation Tracks
Ubiquitous IPv6 Access
IPV6 Internet Presence




The IPv6 Journey — A High Level View

IPv4-only IPv4 and IPv6 co-exist IPv6-only

z

2002-2009 2010 2011 2012 2013 2014 »

IPv6 Internet Presence (Outside-In)

WWW.ipV6.cisco.com WWW.CISCO.com Entire cisco.com platform
STEP 1 @ accessible over IPv6 St accessible over |Pv6
@ STEP 2 STEP 3




World IPv6 Day
STEP 1 YaHoO!

=" Microsoft

Ninlr
CISCO.

Google

24 hour IPv6 “test flight” 8 ™ June

2011 http://www.internetsociety.org/ipv6/archive-2011-world-ipv6-day

66



World IPv6 Day
STEP 1

« Reverse proxy solution (ACE4710)

« Returned A and AAAA records for www.CiSc0o.com

<€ .
N
: Production

€ > IPv4 1 (BNS Network

:Non-production Sandbox
| Network




IPv6 Launch

www.cisco.com h B |
accessible over IPv6 @

s TIME IT 1S FOR REAL

-« STEP 2

THI

AKAMAI AT&T CISCO

COMCAST D-LINK FACEBOOK
FREE TELECOM GOOGLE INTERNODE

KDDI LIMELIGHT
TIME WARNER CABLE XS4ALL MICRY?ASI.-IC::;'B e

JOIN THE LAUNGH;

“www.worldipveé6launch .0rg
3000+ WEB sites, 50+ Operators, 4 RHG vendors
*




World IPv6 Launch @ Cisco

USA (Changa~] | Buy WebEX | Support | Cantact Us | MyResources

Cisco

webex

Host a Meeting

4l

Products & Services

Overview Products HowTo Ghannels Attend a Meeting

Bring meetings to life with
WebEx high-definition vit

Create a true face-t

1

min
cisco Support Training & Events

The Extraordinary is
Within Reach

Help your employees transform from knowledge
workers into collaborative innovators.

Latest News  Cisco is unveling the next generation of Cisco WebEx ~ Read m

Get WebEx on your Andrc

E

Watch a 3-minute quick tour

No mora frustrating Join WebEx mestings

from your Android

See how you €an get davice. Meet
more done in easy face-to-face on
tablets.

oniine meetings
O Play now

Loam more
WebEx on ather devices

LatestNews @I  sman Serv Problems Before They Happen - 15 Oct 2012

Cisco Unified Access" %
One policy. v
One management
One network

Empower, Engage, Innovate
Learn about Cisco's A
collaboration strategy

and new innovations. hi

> Leam More 2 Watch Live Keynote

3

Partners

BB Cico vome Neoworking
-

€ # | © home.cisco.com/en-us/home

e,
cisco

Woddwda  Accourt | LogOu | My CBc0

Connect Your Life.

My Networked Life §
New Video Series
True stories from

a connected world.

> Wateh Videos

WWW.CISCO.CcOm
- www.webex.com
home.cisco.com

LS

AV T



Cisco’s IPv6 Web Presence

Architecture for www.cisco.com

a \ /~ Model 2 - SLB64, N\

AKAMAI

DMZ Network, Security

Data Centre Network
Server Load Balancer (ACE)

20URINSSY/!
NS

Cisco.com Web Servers
IdM, Authz

Middleware App Platforms
: : Database : : :




Cisco’s IPv6 Web Presence

Design for www.cisco.com

Intrusion Detection & Prevention
(IPS 4260)

IPv4 Load Balancer
ACE 20

origin-www.cisco.com
72.163.4.161

IPv4 L:-
IPv6 E..I—-;

Internet 6to4 Load Balancer
Internet Edge (ASR DMz Core DC Gateway ACE 30
(6300) (N7000) = _
1002) origin-www.cisco.com

2001:420:1101:1::a

Internal Edge
Firewall
(ASA 5585)

IPV4 e
IPV6 e




Cisco’s IPv6 Web Presence

Design for www.cisco.com

IPS 4260

ACE 20
origin-www.cisco.com
72.163.4.161
IPv4 L:-
| | Af
i~
- ACE 30

Internet

origin-www.cisco.com
2001:420:1101:1::a

IPV4 e
IPV6 e



Cisco’s IPv6 Web Presence

Design for www.cisco.com

IPS 4260

ACE 20
origin-www.cisco.com
72.163.4.161

IPv4 L:-

e [0
== ASR 1002 ACE 30
Internet origin-www.cisco.com

2001:420:1101:1::a




Cisco’s IPv6 Web Presence

Design for www.cisco.com

IPS 4260

ACE 20
origin-www.cisco.com
72.163.4.161
IPv4 L:-
i~ L
s ASR 1002 ACE 30

Internet

origin-www.cisco.com
2001:420:1101:1::a

In-band HTTP/S probes for
monitoring availability and
performance over IPv6




Cisco’s IPv6 Web Presence

Security
V6-only signatures

V4+V6 signatures

NetFlow v9

- forensic records BGP Blackhole

BGP Sinkhole (Arbor)

Firewall Policy SLB64 Logging

Anti-Spoofing

Firewall Policy




Deploiement IPv6 chez Cisco

« Preparation

e Implementation Tracks
Ubiquitous IPv6 Access
IPv6 Internet Presence

 Lessons Learned




Lessons apprises

Creating The IPv6 Program

Making the case

Business case for IPv6 internet presence is simpler to articulate

Business case for IPv6 on internal corporate network may be more difficult to justify

Cross functional effort across the IT Stack

Starts with networking team taking the lead

Early engagement of security team, infrastructure and application teams follow

Early planning is key

Absorb the IPv6 effort into existing network lifecycle management
process



Lessons apprises

Produits

- Network hardware, software, functionality

— Routers, server load balancers

— Wireless, switches

« Network management and service assurance

— External and internal availability and performance monitoring

« Security

— Firewalls, IDS/IPS, security event management and forensics logging



Lessons apprises

Seécurité

The goal is security parity with IPv4

=

- User attribution (IPv6-to-MAC binding), custom Internal tools, third party vendors, incident response playbook,
firewalls, anomaly detection, netflow, IDS, log data, pen testing, transparent proxy with anti-malware

Opportunities to improve security as IPv6 is introduced

- First hop security in our access networks

Security considerations with IPv6 Processthe |

Hop-by-Hop EH

- ICMPv6

- Privacy extensions for SLAAC

© PRy op exiension heade! T Ko I TN

b

Router




Lessons apprises
Metrologie o
=

 |Pv6 requires NetFlow v9

Some collectors cannot receive/process NetFlow v9

Some routing platforms don’t support for both NetFlow v5 and NetFlow v9

Some routing platforms are constrained to two export destinations

« We had to shift NetFlow collection in our DMZ devices to deal with the
constraints above

« Use of NetFlow reflectors can bring some relief



LeSSO nS ap p rises Network operator measurements, 22nd May 2013 (notes)

Show| 10 : | entries Search: | 109 |

Postes de travall . . C e
Participating Network < ASNC(s) < deployment <
Cisco 109 17.62%

Showing 1 to 1 of 1 entries (filtered from 110 total
entries)

= Many of our end devices :
Cisco enterprise Network
are already IPv6 enabled (AS109)

— From Microsoft Vista and
Server 2008

— From OS X Lion (10.7)

= “Happy Eyeballs” can mask
IPv6 connectivity issues




Prévisions ...

= During 2013 & 2014, Cisco IT expects to expand the cisco.com IPv6 web presence by
providing IPv6 access to ordering, support, marketing, and software download services .

= To save time and minimize resource requirements, the initial design will use the reverse-proxy
architecture. Other plans include:
— Delivering end-to-end IPv6 in more locations
— Adding IPv6 support to internal monitoring applications
— Providing an IPv6 Internet presence for all Cisco websites
— Extending IPv6 support to branch offices
— Enabling IPv6 for the 27,000 Cisco teleworkers Cisco Virtual Office
— Providing dual-stack support in the desktop environment for the remaining Cisco offices

— Continuing to integrate IPv6 with other borderless network services through the Extended Enterprise
Network (E2N) program

— Providing dual-stack support for the infrastructure as a service (laaS) platform, called Cisco IT Elastic
— Completing the transition at all IT-owned data center and DMZ sites.



Lessons apprises
Conclusions

Build the case and create the program

IPv6 affects everyone across IT but is lead by the network team

Multi-year effort with early planning key

Assessment of product and service gaps

Dual stack where you can, tunnel where you can’t and NAT only when you have to

Take iterative steps on our way to the target state

“We chose to introduce IPv6 gradually, to not incur incremental costs.
By following the normal hardware and software refresh cycle in the
Fleet Upgrade Program, we didn’t have to make a big one-time

investment to IPv6-enable the infrastructure. The key to success is
aligning the deployment timeline with change control windows and
release cycles.”

— Khalid Jawaid, Network Engineer, Cisco IT




Cas d’etude du déploiement d'IPv6 chez Cisco

Cisco IT Case Study — March 2013
IPvE Implementation

How Cisco IT Is Implementing IPv6: Progress

Update

Cisco IT now provides permanent IPv6 Internet presence and is well on the way

EXECUTIVE SUMMARY

CHALLENGE
= Develop IPVE Internet presence
* Progress toward ubiquitous IPvE6 access on
internal network
- Keep costs down
SOLUTION
= For Internet presence, initially used reverse-
proxy approach to save time: long-term plan is
dual-stack approach

= For internet or du.
support from the inside out. starting with core
network

- C upgrades and software

equ t

updates with Cisco IT's Fleet Upgrade
Program

RESULTS

* Enabled IPvS6 on cisco.com. webex.com. and
home.cisco.com
= Provided IPv6 access in approximately one-
third of global offices and in 20 labs
= IPvG-enabled 75 p 't Of core r
LESSONS LEARNED
- Carefully plan address space

= Complete design early so IT team can certify
hardware and software

- i s rires A= ~r

toward ubiquitous IPv6 network access.

Background

At Cisco, the network connects people to people, people to devices
such as sensors, and devices to devices. The confluence of people,
process, data, and things, known as the Intermnet of Everything (lIcE), is
helping to increase asset utilization, improve productivity, create
efficiencies in the supply chain, enhance the customer experience, and
foster innovation.

IoE requires a vast number of IP addresses. This posed a challenge at
Cisco because the Internet Assigned Numbers Authority (LANN) handed
out its last IPv4 address block to the five regional Internet registries on
January 31, 201 1. As of March 2013, two of the registries had
exhausted their address space, and the others are not far behind.

The solution is IPv6, which supports an unlimited number of global
addresses. Whiile IPv4 addresses contain 32 bits, or up to
approximately 4.3 billion addresses. IPv6 addresses contain 128 bits, or
up to of 2728 1P addresses. That number equates to billions and billions
of addresses for every square meter on the planet, supporting the
Internet of Everything.

How Cisco IT Is Implementing IPv6: Progress Update ( March2013)

http://www.cisco.com/en/US/solutions/collateral/ns340/ns1176/borderless-networks/IPv6-Implementation Case Study.pdf




Pourguol Cisco ?




Cisco reconnait la criticite de I'intégration d’'IPv6

John Chambe'rs

Chairman and Chief Executive Officer
Cisco

“... if we don’ t overcome the “IPv6 is important to all of us ...
challenges of IPv4 ... we will to everyone around the world.
slow down the growth of the It is crucial to our ability to tie
Internet and lose momentum as  together everyone and every
an industry.” device.”

—John Chambers
Chairman and Chief Executive Officer
Cisco




Diapositive 86

M3 ITGCR 'helps" . .. add 's'

purple boxes [with arrows] have very funky and unnecessary capitalization
Melissa; 12/01/2010



Contribution Cisco a la standardisation

RFC 5969 (6RD)
MAP (draft-ietf-softwire-map & draft-ietf-softwire-map-t)
Segment routing

M. Townsley , Chair du groupe Homenet @ IETF

http:/datatracker.ietf.org/wg/homenet/charter/

RFC 6145 (NAT64)
RFC 6555 (Happy Eyeballs)
RFC 3849 (2001:DB8::/32)

RFC 4944 (compressed IPv6 @ in 6loPAN network)

RFC 7074 (Basic Requirements for IPv6 Customer Edge  Routers)
Fred baker has 706 total citations for 53 RFCs

Steve Deering has 1589 total citations for 40 RFCs;

Dan wing has 139 total citations for 26 RFCs

Mark Townsley has 147 total citations for 17 RFCs

Jean-Philippe Vasseur has 124 total citations for 11 RFC.

Abstri

ack
Adc|
noY

Status

- 0OTS B AS 6 Services L OTU- Tmecwt X Cr5NA Lt sy g
[Docs) [txt |pdf) [Tracker) (Email) [Xits)

Versicas: 00

Intornet Ezgineering Task Porce
Internet-Draft e
!M?nlbd etatusi Informational AL e
Expires: March 18, 2013 e

Experionce from MAP-T Testing
draft-cordeiro-softwire-experieace-mapt-00

Exper
Abstract
tract This document describes the testing result of a aetwork usisg MAP-T
dual translation solution, by providiag an overview of user
This ¢ applications’ bebavior vith a shared IPvi sddress.
and ™
i ad the test envirscmest is
The MAP-T scftware is from CIRNET Center a }
o e on NIC.br network with real and virtualized machines.
Encape|
doocuss | ’
status of this Memo
Rk - ; io full coaformance with the
trans This h_:r.errut-nuu is -uh-n.;:d in




Toutes nos solutions supportent IPv6
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Portfolio des services IPv6

IPv6 Discovery
Workshop

= High-Level Business
Needs and Service
Strategy

= Technology Concept
Development

Readiness
Assessment

= Detailed Business
Requirements

= Detailed Operational
State

= Network Assessment
= OSS Assessment

Prapare/Plan

© 2012 Cisco and/or its affiliates. All rights reserved

Solution Definition
= High-Level Design

- Operational Model

= Gap Analysis

= Roadmap

Design

= Low-Level Design
including Detailed
Address Strategy
and Configuration
Templates

= Operational Plan

nnnnnn.u-n"-nnn-nno-unnn.unnn..nu.nuon.n.’

Program Management

v

Deployment
iImplementation Plan
Pilot

Deployment and
Migration
(Infrastructure, OSS)

Acceptance Testing
IT Staff Training

Operate
= Solution Triage

« Break Fix Supportfor
HW/SW

Optimize
Base Operate Plus:

= Solution infrastructure
Remote Monitoring and
Management

= Operations Team
Mentoring

= Solution Optimization

OperateIOpmmlze
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M2 Ideas: change & to 'and'

text and graphic clean up [vendor]
Melissa; 12/01/2010



Conclusions

» Central RIR v4 address pools are dry (or nearly dry)
= |Pv6 — now “available” in the Internet
» Internet Edge / Commerce enhanced by IPv6 / degraded by CGNAT

= Applications and hosts leverage IPv6 / have IPv6 enabled
automatically

= Intranet security requires IPv6 be enabled

= |oE without IPVv6 is the “Internet of Nothing” (there is no IPv4 Smartgrid
)

= |Pv6 restores the end to end model for users and applications
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Cisco IPv6 design Zone : http://www.cisco.com/c/en/us/solutions/enterprise/design-zone-ipv6/index.html

Certification, USGV6/IPV6RL Ph2 :https://www.iol.unh.edu/services/testing/ipv6/usgv6tested.php
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Cisco 6lab : http://6lab.cisco.com/stats/index.php
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Call to actions

« Ask your IPv6 prefix ...... if you don’t have it yet and built your addressing plan !!

« Upgrade DNS servers to be able to serve IPv6 prefix es (can serve AAAA over an
IPv4 transport)

« CL365 -Visit us online for PDFs and on-demand sessi  on videos.
www.CiscolLiveEU.com

« Discuss your project’s challenges with your Cisco t echnical and sales contacts
 Build your lab and get hands-on experience
« Ask for an IPv6 readiness assessment from Cisco or other

- Training , Training , Training , Training



Test et visualisation de la connectivité IPv6

- http://test-ipv6.com , http://ipv6-test.com/speedtest/ et http://isp.testipv6.com/

« Browser (Chrome & Firefox)
¢

« iPhone/iPad

IPvFoo IPvFox
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ﬂ’aj&gwgmmm a0 A00setesht ) I hitps://Ind googleusercontent.com 173,194,112.235
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- IP6config
IP6toolkit
- Android Store
- IPv6 & more or IPv6 config q‘
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http://ipv6-test.com
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IPv6-test.com est un service gratuit qui
vous permet de tester le suppart des
protocoles IPv6/4, diagnastiquer votre
connexion Internet, et connaitre vos
adresses IP et le protocole préféré par
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Questions ?

Faycal HADJ
Technical Solution Architect
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